ACCESS TO INFORMATION ACT For official use only:

Access to Information Request Form

My File: 167

Federal Government Institution:

RCMP OTTAWA HQ & CANADIAN POLICE INFORMATION CENTRE

Details regarding the information being sought:

Reference is being made to the number of CPIC Security Breaches documented in the previous responses to
these two ATIP requests: (A) RCMP FILE: GA-3951-3-0476/11 & (B) RCMP FILE: GA-3952-3-02438/05
(copies attached for easy reference)

For each year from 1995 to present, please provide an updated spreadsheet showing the current
number of security breaches of the CPIC database including:

(1) Number of Possible Breaches Reported;

(2) Number of Breaches Investigated-Unfounded;

(3) Number of Breaches Investigated-Founded;

(4) Number of Breaches Still Under Investigation; and

(5) Numbers and Types of Disciplinary Measures Taken.

Method of access preferred: O Receive copies a Examine originals

of originals in government offices
Name of Applicant: Dennis R. Young
Address: 1330 Ravenswood Drive SE

Airdrie, Alberta T4A 0P8
Telephone Number: 587-360-1111 New E-Mail: dennisryoung@telus.net

This request for access to information under the Access to Information Act is being made by:

d a Canadian citizen, permanent resident or another individual present in Canada, or
a a corporation present in Canada
Cheque # 497

[Original signed by]
Signature: Date: May 14, 2017
Dennis R. Young



mailto:dennisryoung@telus.net

RCHMP ACCESS TO INFORMATION RESPONSE
480 CONFIRMED BREACHES OF CPIC SYSTEM - 1935-2010

RCMP ATi RESPONSE DATED: AUGUST 30. 2011 RCMP FILE # GA-3951-3-04076/11

AUGUST 38, 2011: RCMP CONFIRM 66 MORE BREACHES OF POLICE COMPUTER
SYSTEM (CPIiC) AND DISCIPLINARY MEASURES TAKEN

WORDING OF ORIGINAL ATI REQUEST SUBMITTED TC RCHP (July 10, 2011):
"Please find attached a copy of the RCMP's response to Access to Information Act request
RCMP File: FA3952-3-02438/05 enfiied POSSIBLE BREACHES OF THE CPIC SYSTEM”
http://www.garrybreitkreuz.com/publications/2006_new/59.pdf

RCMP RESPONSE DATED AUGUST 30, 2011: CPIC SECURITY BREACHES UPDATED
(01/04/2006-31/03/2010)

Possible Breaches Reporied = 1,087

investigated - Unfounded = 304

Investigated - Founded = 66

Still Under Investigation = 180 (as of March 31, 2010)

DISCIPLINARY MEASURES TAKEN =66

Demotion = 1

Dismissal = 6

Informal Discipline =2

Loss of Salary = 10

Medical Discharge = 1

No disposition/Access Removed = 3
Operational/Administrative Guidance/Management Advice =6
Received 16/20 hours at Level Unit =2

Received Training =1

Resigned Voluntarily = 3 Retired = 1

Suspension with or without pay = 8

Transfer = 1

Warning = 2

Written Reprimand/Disciplinary Lelter/Counselling/Verbal Direction = 18

MAY 23, 2006: RCMP CONFIRM 414 BREACHES OF POLICE COMPUTER SYSTEM (CPIC)
From: 1-04-1995 to 31-04-2006
http://www.gafrybreitkreuz.com/publications/2006_new/59.pdf

REVISED: TOTAL CPIC BREACHES {(April 1, 1995 to March 31, 2010)
Possible Breaches Reported = 3,231 |

investigated - Unfounded = 1,823

investigated - Founded = 480

Still Under Investigation = 180 {as of March 31, 2010)



RCMP ACCESS TO INFORMATION ACT RESPONSE — MAY 23, 2006
MP Garry Breitkreuz’s File: 556 — RCMP File: GA-3952-3-02438/05
Request dated: August 11, 2005 — Delay Complaint filed: November 1, 2005

POSSIBLE BREACHES OF THE CPIC SYSTEM
FROM 01.04.1995 TO 31.04.2006

Possibie breaches of the Unfounded | Founded Under

CPIC System reported investipation
01/04/95 — 31/03/96* 150 123 F 72d =
01/04/96 — 31/03/97* 138 106 <y -
01/04/97 - 31/03/98 121 96 25 -
01/04/98 - 31/03/99 154 124 30 -
0170499 — 31/03/00 216 164 52 e
01/04/00 - 31/03/01 226 164 60 2
01/04/01 - 31/03/02 194 150 43 1
01/04/02 — 31/03/03 271 201 67 3
01/04/03 - 31/03/04 203 149 48 15
01/04/04 — 31/03/05 218 162 23 33
01/04/05 - 31/03/06 7 157

253 89
T Ad 457 #E

4 Reel~eto [, 87 3 ,%33 /30

*MANY FILES ARE ALREADY PURGED AS PER RCMP PIRS POLICY

PENALTIES 1495 17496 11497 1/498 1/4/1999 17472000 1/472001 01/042002 01/04/2003 018472804 B1/042005
31386 | 31387 | 317398 | 31403/99 31/372800 | 31372001 | 3U3/2002 | 3146372003 3L/03/2004 | 310372005 31/042006

No penalties R 2 1 1
Demotion/ 1 | 1 =
Fine/Probation 1 . 1 1 -
Imprisenment
Charped/convicted/ 1 2 1 2
Disciplined/ 1 1 4 3 2 1 7 5 1
Counseled 2 2 4 9 4 4 3
Operational
Guidance/ 1 5 3 5 6 6 3 2 1
Policy reinforced 5 3 1 3 2 4 3 2 1 ]
Reprimand/ 1 5 3 3 5 5 9

{ Resignation/ 1 1 1 6 § 2 5 5 2
Dismissal/ 4 1 , ) 7 8 6 [ 6 3

| Suspended/ 1 3 1 3 4 7 4 5 5

| Loss of pay 1 1 11 3 12 7 4
Other 4 4 4 9 7 1 g 4 i 1
Warning 2 3 4 4 4 7 8 5 2

Total 13 25 25 30 51 60 43 67 48 23 7

Te74L DisciPrin/E) = 383

+ Joob- Roto :/6,_6,,,’——- May 17, 2006

¢t 7
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Royal Canadian Gendarmerie royale Security Classification / Designation
Mounted Police du Canada Classification / Désignation sécuritaire

AUG 302011

Your file Votre référence
Mr. Dennis R Young 006
404 - 10 Discovery Ridge Close SW
Calgary, Alberta
T3H 5X3 Our file Notre référence

GA-3951-3-04076/11

Dear Mr. Young:

This is in response to your request under the Access to Information Act received on
August 15, 2011, seeking an updated spreadsheet as in request GA-3951-3-02438/03 entitled:
Possible Breaches of the CPIC System.

Based on the information provided, a search for records was conducted in Ottawa, Ontario..
Enclosed is a copy of all the information to which you are entitled.

Please be advised that you are entitled to complain to the Information Commissioner concerning the
processing of your request within sixty days of the receipt of this notice. In the event you decide to
avail yourself of this right, your notice of complaint should be addressed to:

Office of the Information Commissioner of Canada
Place de Ville, Tower B

112 Kent Street, 22™ Floor

Ottawa, Ontario

KI1A 1H3

Should you wish to discuss your request, you may reach Mr. Andy Black by writing or at
(613) 843-6840. For ease of reference, please quote the file number appearing on this letter.

Yours truly,

Yves Marineau, Superintendent
Departmental Privacy and

Access to Information Coordinator
RCMP Mailstop No. 61

73 Leikin Drive

Ottawa, Ontario K1A OR2

encls.

Canada



CPIC SECURITY BREACHES
UPDATED

01/04/2006-31/03/2010

Fiscal year

01/04/2006- 31/03/2007

Possible breaches reported

238

Under investigation

163

Unfounded

63

Founded

Written notice on file
Verbal reprimand
Policy reminded
Written reprimand
Suspension for 21 days

A five-hour forfeiture of overtime pay

Retirement
Contract terminated
Employee counseled

12

[T L S S N B

Fiscal year

01/04/2007- 31/03/2008

Possible breaches reported

284

Files under investigation

175

Unfounded

93

Founded

Counseled

Assessed an 8 hours
Resignation
Removed from CPIC duties
Warning

Written reprimand
Informal discipline
Policy reinforced
Suspension of § days
Managerial advice
Retirement

16

e N e T R
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Page 2

CPIC SECURITY BREACHES

UPDATED

01/04/2006-31/03/2010

Fiscal year

' 01/04/2008- 31/03/2009

Possible breaches reported

| 280

Under investigation

| 170

Unfounded

86

Founded

Agency changed policy
Counseled

CPIC policy reinforced
Dismissal

Employee left

Letter of reprimand
New measures in place
Informal discipline
Informal loss of time
Loss of 16 hours

Loss of 20 hours

Note on file

Recommended to replace simple

authentication access to token

Suspension
Verbal warning

et

el TR S R SR T NG T

24

Fiscal year

Possible breaches reported

01/04/2009- 31/03/2010

| 285

Under investigation

180

Unfounded

96

Founded

Administrative guidance
Discipline note on file
Forfeiture of 24 hours
Forfeiture of 20 hours
Informal discipline
Retirement

Suspension

Termination of employment

— ot D

9
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Page 3
RESULTS ON PREVIOUS ONGOING INVESTIGATIONS CONCLUDED

01/04/2006-31/03/2010

ONGOING INVESTIGATIONS: 370
UNFOUNDED: 304

FOUNDED: 66

Demotion=1

Employment terminated / dismissal = 6
Informal discipline = 2

Loss of salary/forfeiture of one day or more = 10
Medical discharge =1

No disposition / access removed = 3

Operational / administrative guidance/ management advice = 6
Received 16 hours/20 hours at level unit= 2
Received training: 1

Resigned voluntarily or requested to resign =3
Retired before facing inquiry =1

Suspension with or without pay =9

Transfer=1

Warning/caution = 2

Written reprimand/disciplinary letter/counseling/verbal direction = 18

000003



ACCESS TO INFORMATION ACT For offcial use only:

Access to Information Request Form
My File: 006

Federal Government Institution:

Royal Canadian Mounted Police

Details regarding the information being sought:

Please find attached a copy of the RCMP’s response to Access to Information
Act request RCMP File: GA-3952-3-02438/05 entitied: POSSIBLE BREACHES
OF THE CPIC SYSTEM.

Please provide an update to both of these spreadsheets to cover the period
from April 1, 1995 to March 31, 2011.

Method of access preferred: Receive copies a Examine originals
of originals in govemment offices
Name of Applicant:  Dennis R. Young
Address: 404 - 10 Discovery Ridge Close SW
Calgary, Alberta, T3H 5X3

Telephone Number: 403-984-4788

“This request for access to information under the Access to Information Act is being made
by:

a Canadian citizen, permanent resident or another individual present in Canada, or
5 | a corporation present in Canada

Cheque # 145

Signature: Date: July 10, 2011




RCMP ACCESS TO INFORMATION ACT RESPONSE — MAY 23, 2086
MP Garry Breitkreuz’s File: 556 — RCMP File: GA-3952-3-02438/05
Request dated: August 11, 2005 — Delay Complaint filed: November 1, 2005

POSSIBLE BREACHES OF THE CPIC SYSTEM
FROM 01.04.1995 TO 31.804.2006

Passible breaches of the Unfounded | Founded Under

CPIC System reported imvestigaticn
91/04595 - 31/03/5¢6* 150 123 F 7 -
91/04/96 - 31/03/57* 138 106 > =
01/8497 - 31/03/98 121 96 25 ~
01/04/98 — 310399 154 124 30 =
01/8459 — 31/83/00 216 164 52 5
01/84/00 — 31/03/01 226 164 &5 2
01/04/01 - 31/83/02 194 158 43 |
01/84/82 - 31/83/03 271 201 &7 3
91/04/03 - 31/03/04 203 140 48 15
01/04/04 - 31/83/05 218 162 3 33
01/84/05 - 31/83/06 157

753 D) 7
75-’;4& 24 L1519 ¥ A1

*MANY FILES ARE ALREADY PURGED AS PER RCMP PIRS POLICY

PENALTIES 1495 | U4R6 | 1497 | L4 41999 | 142000 | 1472001 | S1B4I082 | QLDANGN3 | 01A4NN04 | 010412005
31486 | 31307 | 31388 | 31389 | 3132600 | 332801 | 3132002 | 31AVIN3 | SLAEIISed | 31A32005 | 314042606
Ne penalties 2 1 1
Demaotion/ } I 1 i
Fine/Probation 1 1 1 et
Charged/convicted/ 1 2 1 2
Discipiined/ 1 1 2 3 2 1 7 3 1
Coanseled 2 2 4 9 4 4 3
Operational
Guidence/ H 5 3 5 s 3 2 1
Policy reinforced 5 3 1 3 2 4 3 2 i 1
Reprimand/ 1 ] 3 3 5 5 L]
Resignation/ H ] 1 s £ 2 5 5 T
Dismissal/ 4 3 3 7 8 8 [ [ 3
Suspended/ 1 3 i 3 £ 7 = 5 5
| Loss of pay 1 i i1 3 iz 7 4
Other 4 4 4 9 T 3 £ 4 1 1
Warning 2 3 4 4 4 7 ] s 2
Total 13 25 25 3 52 & a 67 43 3 7

%ﬂ(. DrscsPei/as = 383

Mavy 17. 2086




	ATI-167 RCMP - Update of CPIC Breaches - May 14, 2017
	CPIC Breaches - 1995 - 2010
	CPIC BREACHES PAGE 1
	CPIC BREACHES PAGE 2
	CPIC BREACHES PAGE 3
	CPIC BREACHES PAGE 4
	CPIC BREACHES PAGE 5
	CPIC BREACHES PAGE 6
	CPIC BREACHES PAGE 7
	CPIC BREACHES PAGE 8


